IIpeaynpesxaeHne MOIIEHHHYECTB, B T.4. COBEPIIAEMbIX € HCIOJIb30BAHHEM
KOMIILIOTEPHOM TeXHUKH

CeroziHsl B IOBCEIHEBHOM JKU3HU UCIIOJIB3YETCSI MHOXKECTBO Pa3HOOOPa3HBIX BHICOKOTEXHOJIOTUYHBIX
YCTPOHCTB — IUIACTHKOBBIX KapT, MOOMJIBHBIX Tene(OHOB M KOMIbIOTEPOB. [IOCTOSIHHO MOSBISIOTCS HOBBIE
MOJIEJIH, TIPOTPaMMBI U CEpBHCHL. Bce 3To nenaer Hamry )Xu3Hb yA0O0HEe, HO TpeOyeT ONpeneIEHHBIX HABBIKOB U
3HaHUA. OJTHOBPEMEHHO C pPa3BUTHEM TaKUX YCTPOWCTB TMOSABISAIOTCS BUIBl MOILIEHHUYECTBA, MO3BOJISIIOLINE
0oOMaHyTh U NPUCBOUTH JCHEKHbIE CpeacTBa rpaxaaH. UToObl HE MOANATHCSA HA YJIOBKHU 3J10YMBIIUICHHUKOB,
JIOCTAaTOYHO 3HATh, KaK OHU JEHCTBYIOT, M COOJIOAATh IpaBHja MOJIb30BAHUS MOOWJIBHBIMU TeslehOHAMHU,
IUIACTUKOBBIMU KapTaMH U KommbioTepaMu. [lepBblif U3 BHOOB — 3TO Tene(OHHOE MOIIEHHUYECTBO.
TenedoHHOE MOIIEHHUYECTBO M3BECTHO JABHO — OHO BO3HMKJIIO BCKOPE IOCIE MAacCOBOTO PAaCIpOCTPAaHEHHUS
noMaiHux TenedoHoB. B Hacrosmiee BpeMs, KOrja IUPOKO UCHOIB3YIOTCS MOOUIIbHBIE TEIE(POHBI U JIMYHBIN
HOMEpP MOXET OBbITh y BCEX, OT JAECATUIETHEro peOEHKa /10 BOCBMHUAECATHIIECTHEIO NEHCHOHEpa, CIIydyau
TeJIE(QOHHOTO MOIIEHHUYECTBA PACTYT C KaXIbIM TroJoM. Yarie BCero B CeTH TeNEePOHHBIX MOIIEHHHKOB
MOMAJAI0TCd MOXUIIBIE WIM JOoBepuMBble JroAW. [IpM 3TOM KaXIblii YeNOBEK MOXKET CTaTh JKEPTBOM
MOILIEHHUYECTBA, €CJIM He OY/ET cle10BaTh MPOCTHIM MpaBuiaM 0€30MacCHOCTH.

K ocHOBHBIM cxemMaM Tejie(pOHHOI0 MOIIEHHHYECTBA OTHOCATCH: SMS-npocs6a o momouiu.
SMS-coo0mieHust MO3BOJISIIOT YIPOCTUTh cXxeMy oOMaHa 1o Teiieony. TakoMy BapHaHTy MOIICHHHUYECTBA
0COOEHHO TPYIHO MPOTHBOCTOATH MOXHJIBIM MM CIMIIKOM IOHBIM BiajeibliaM TeledoHOB. [[omomHUTEIbHYIO
OIMACHOCTh IPEJCTABIISIIOT YIIPOCTUBIINECS CXEMbI NIepeBoia AeHer Ha cueT. Kak 3To opraHu3oBaHo: K IPUMEpY,
aOOHEHT MoJTyyaeT Ha MOOWIBHBIN TeneoH coobiienue: «Y MeHs npodsiemsl, kuab 100 pyOiieit Ha 3TOT HOMep.
MHue He 3BOHH, Iepe3BOoHIO cam». Hepeako nobasnsercs obpalieHne «Mamay, «Ipyr» uiau apyrue. [oxuabim
JIOASM, ACTSAM U TOAPOCTKAM CIIEAYeT 0OBACHUTH, YTO Ha SMS ¢ HE3HAKOMBIX HOMEPOB pearupoBaTh HEIb34,
3TO MOTYT OBITh MOIIIEHHUKH.

Bropasi cxema — TejiepoHHBIN HOMep-TpaduTe/ib. PazBuTHe TEXHOJIOTHA U CEPBUCOB MOOMIBHOM
CBS3M YIOpPOUIIAeT cXeMbl MouleHHu4YecTBa. Hampumep, Bam mnpuxoautr SMS ¢ mpockOoi Mepe3BOHUTH Ha
yKa3aHHBIM HOMep MoOwipHOro Tenedona. [Ipockba MokeT ObITh 00OCHOBaHA JIFOOON MPUYUHOW - TTOMOIIb
Ipyry, u3MeHeHue TapudoB cBsi3u, MpoOIIeMbl CO CBsI3bI0 WU ¢ Bameit 6ankoBckoii kapToil u Tak nanee. [locie
Toro kak Bsl mepesBanuBaere, Bac nonro aepxar Ha nunHuu. Korma 3to Hanoenaer, Bl oTkintodyaerech - u
oKa3bIBaeTcs, yTo ¢ Bariero cuéra cnucanbl KpyIHbBIE CYMMBI.

Ha camoMm nene mpoucxoauT cieayrollee: CYIIECTBYIOT CEpPBUCHI C IIJIaTHBIM 3BOHKOM. Yale Bcero 3To
pa3BIleKaTeIbHBIE CEPBUCHI, B KOTOPBIX YCIYTH OKa3bIBAIOTCS MO TenedoHy, U AOMOIHUTEIHHO B3UMAETCs TIaTa
3a caM 3BOHOK. Peksiama Takux CepBHCOB Bceria MHPOPMHUPYET O TOM, YTO 3BOHOK TUIATHBIH.

MolleHHUKY PErUCTPUPYIOT TAKOH CEPBUC U PACIIPOCTPAHAIOT HOMEp 0e3 MpeAynpeKIeHUs O CHATUU ILJIaThI 3a
3BOHOK.

Berpeuaercs u Takoi BuA, Kak TejedoHHble BHpychbl. OUeHb 4YacTO HCIONB3YyeTcs ¢opma
MOIIIEHHUYECTBAa C HCIOJIb30BaHWEeM TeleOHHBIX BUpycoB. Ha TtenedoH aOoOHEHTa MPUXOIUT COOOIICHUE
caenyromero Buaa: «Bamv npuuio MMS-coobwenue. /[ns noayuenus npotioume no ccwlixe...». llpu nepexome mo
YKa3aHHOMY aJipecy Ha Tesle(pOoH CKauMBaeTCsl BUPYC M IPOUCXOAMUT CHUCAHHE JEHEKHBIX CPEJCTB C Balllero
cyera.

Hpyroii BuI MOIICHHUYECTBA BBIMISAUT Tak. [Ipum 3akaze kakoi-nmuOO yciayru dYepe3 SKOOBI
MOOWJIBHOTO ONepaTopa WIM MPHU CKaYUBAHUU MOOWJIBHOTO KOHTEHTa aOOHEHTY MPUXOIUT MpeaylnpekacHue
BUgA: «Bul cobupaemecy omnpasums coobujenue HA KOPOMKUL HOMED ..., OJisl NOOMBEPIHCOeHUs. ONnepayul,
omnpagvme coodoujenue ¢ yugpou 1, ona ommenvt ¢ yugpoii Oy. Ilpu oTnpaBke MOATBEP)KACHUSA, CO CUETa
a0OHEHTa CNMCHIBAIOTCS CHEKHBIE CPE/ICTBA.

MOIIEHHUKNA HUCHOJNB3YIOT CHEUUANIbHbIE IPOrpaMMbl, KOTOpbIE IO3BOJSIOT aBTOMATUYECKH
TeHepUpPOBAThH THICSYM TakuX coobmieHuid. Cpasy nocie nepeBoja AeHer Ha (paabIIMBbINA CYET OHU CHUMAIOTCS C
teneona. He ciemyer 3BOHHTH IO HOMEpY, C KOTOpOro oTrmpasieH SMS - BHOJHE BO3MOXHO, YTO B 3TOM
ciydae ¢ Bamero renedona OyneT aBTOMaTHUECKH CHATA KPYITHAs CyMMa.

JlocTaTOUHO pacnpoCTpaHEHbl B IOCIEIHEE BpeMs ClIydad MOILIEHHUYECTBA C MCIOJIb30BAaHUEM
0aHKOBCKUX KapT. baHKOBckas kapTa - 3TO MHCTPYMEHT JUIsl COBEpPILEHUS IJIaTeKed M JAO0CTyNa K HaJIUYHBIM



cpelcTBaM Ha cuére, He TPeOYIOIINi 7S 3TOro MpHUcyTCcTBUS B OaHke. Ho mpocToTa Mcnosib30BaHus 0aHKOBCKHX
KapT OCTaBJIsE€T MHOKECTBO JIa3€€K JJI1 MOLIIEHHUKOB.

PexomeHryeM BceM BIIaJeNbliaM IUIACTUKOBBIX KapT CIEA0BATh MpaBUiiaM OE€30MIaCHOCTH: HUKOTA U
Hukomy He coobmraiite [IMH-kon Bameit kaptel. JIydmie Bcero ero 3amomuuth. OtHOCUTECH K [IMH-KOMY Kak K
KII04y OT ceiida ¢ Bammmu cpeactBamu. Henwssa xpanuts [IMH-xox psaom ¢ kapToil 1 Tem Oosiee 3anuchiBaTh
[IMH-kon Ha HeE - B ATOM ciydae Brl make He ycreere 00€30MacuTh CBOM CYET, 3a0J0KUPOBAB KapTy IMOCIE
Kpaxxyu uinu yrepu. He mo3BouisgiiTe HUKOMY HMCIOJIB30BaTh Ballly IIIaCTUKOBYIO KapTy - 9TO BCE pPaBHO, 4TO
OT/IaTh CBOW KOIIEJEK, HE IEPECUUTHIBAS CYMMY B HEM.

Ecnu BaM no3BoHMIM M3 KakoW-nuOO OpraHu3alyy, Uiad Bel MONMy4YuIn NMCbMO MO 3JIEKTPOHHOM
moyre (B TOM 4ucie w3 OaHKa) C Mpoch0oi cooOmuTh pekBu3UTHl KapThl W [IMH-xox mox pa3nuaHbIMU
MpeIoraMu, He crieluTe e€ BHIMOIHATh. [103BOHUTE B yKa3aHHYIO OPTaHU3ALUIO U COOOLIUTE O JAHHOM (PaKTe.
He nepexoaute no ykazaHHBIM B MUCbME CChUIKaM, IMTOCKOJIBKY OHM MOTYT BECTH Ha CaWThI-IBOMHUKHU. [loMHMTE:
xpaHeHue pekBu3uToB u [1MH-kona B TaiiHe - o310 Bama orBeTcTBeHHOCTH M 00s13aHHOCTh. Eciu Bel yrpatunm
KapTy, CPOYHO CBSIKHUTECh C OAHKOM, BBIJIABIIUM €€, COOOIIMTE O CIIYYMBLIEMCS M CIEAYHTE WHCTPYKLHUAM
COTpyIHUKA OaHKa.

[Ipn mnpoBeneHwu omnepanuii ¢ KapTOW TOJB3YWTECh TOJIBKO TEMH OaHKOMAaTaMH, KOTOpPBIS
pacmoyio’)keHbl B 0O€30MAaCHBIX MeCTaX W O00OpYyIOBaHBI CHUCTEMOW BHUJICOHAONIONEHUS U OXpaHOW: B
TOCY/IapCTBEHHBIX YUPEKICHHUSIX, OaHKaX, KPYMHBIX TOProBbIX IeHTpax u T.A4. CoBepiias omepanuu c
MJIACTUKOBOM KapTOM, ciaeAuTe, YTOOBI psiIoM HE OBLIO MOCTOPOHHUX JtoaeH. Ecian 3T0 HEBO3MOXKHO, CHUMUTE
JIEHBI'H C KapThl O3Ke 100 BOCTIONB3yUTECh APYTUM OaHKOMaToOM. B ciiydae HeKOppeKTHOI paboThl OaHKOMaTa
- €CIM OH JOJroe BpeMs HaxXOIWUTCA B PEKUME OXHMIAHWS WM CaMOIPOM3BOJIBHO Iepe3arpyxaercs -
OTKQXHUTECh OT €ro HCIOJb30BaHMS. Benuka BepOSATHOCTH TOrO, 4YTO OH MEPENpOrpaMMHUpPOBAH
3lI0yMbIlIUIEeHHUKamMu. Hukorna He mpuOeraiite K moMomu JMOO COBETaM TPETbUX JIMI[ NPU IPOBEIECHUU
omepanuii ¢ 6aHKOBCKOW KapTod B OaHkomarax. CBspkurech ¢ Bammum 0aHkOM - OH 00s3aH MPEIOCTABHUTH
KOHCYJIbTAIIMOHHBIE YCIYTH M0 paboTe ¢ KapTod. B TOProBBIX TOUKax, pecTopaHax W Kade Bce JCHUCTBHS C
Bamei miacTukoBOM KapTOW JOJKHBI IPOUCXOAUTH B Baliem npucyrcTBuu. B mpOTUBHOM cilydae MOLLIEHHUKH
MOTYT MOJY4YUTh PEKBU3UTHl Baiiell kapThl Npu NOMOIIM CHELMAIbHBIX YCTPOWCTB U HCIIOJIB30BATh HUX B
JaJbHENIIEM AJI1 U3TOTOBJIEHUS MOIEIKH.

O0mue peKOMeHIAIMN 10 00ecneYeHHI0 0e30MacHoi padoThl B HHTEpPHeTe:

1. AHTUBHUpPYCHBIE NpPOrpaMMbl. YCTaHOBUTE aHTUBUPYCHOE TIPOTpAaMMHOE OOECTeueHHe C CaMbIMHU
MOCTICTHUMH OOHOBJICHUSIMH aHTUBUPYCHOH 0a3bl. PerynsipHO OOHOBISTE aHTHBHPYCHBIC MPOTPAMMBI JINOO
paszpelaiTe aBToMaTH4eckoe 0OHOBJICHHE MIPU 3aPOCE MPOrPAMMBI.

2. OonoBaenusi. OTcleXWBATe TOSBICHUE HOBBIX BEPCHH OICPAIIMOHHBIX CHCTEM U CBOEBPEMEHHO
yCTaHaBJIMBalTe OOHOBIICHUS K HUM, YCTPaHSIOIINE OOHAPYKEHHBIE OLITHOKH.

Perynspuo oOHOBIsNTE MOIB30BATENILCKOE MPOrpaMMHOE oOecnedyeHue aisi pabdoThl B CETH, TaKoe Kak
UHTEpHET-Opay3ep, MOYTOBbIE IPOrPaMMBbl, YCTAaHABJIMBAsL CaMble MOCIEIHIE OOHOBICHHUS.

[TomuuTE, 4TO OOHOBIIEHUS ONEPAIMOHHBIX CUCTEM pa3pabaThIBAIOTCS C y4ETOM HOBBIX BUPYCOB.

3. HacTpoiiTe cBOli KOMIbIOTEP NPOTHB BPeAOHOCHBIX MporpamMm. HacTpoiite onepanoHHyo cUcTeMy Ha
CBOEM KOMIIBIOTEpE TaK, YTOOBI 0OECTIeYnBaINCh OCHOBHBIE MpaBuia 0€30MacCHOCTU U paboTe B CETH.

He 3a0yzapTe moakoppeKTHpOBaTh HACTPOUKU IMOUTHI, Opay3epa M KIMEHTOB JIPYTHX HCIIOJIb3YEMbIX CEPBHUCOB,
YTOOBI YMEHBIIUTh PUCK BO3JIEHCTBUS BPEIOHOCHBIX TPOrPaMM U MOJBEPKEHHOCTh CETEBBIM aTaKaM.

4. IlpoBepsiiiTe HoBble (aiiabl. Huxorga He ycraHaBiuMBaiiTe M He coxpaHsiite 0e3 mpeaBapuTesIbHON
MIPOBEPKU aHTUBUPYCHOM mporpamMmoil (aiilsipl, MOJy4eHHbIE M3 HEHAJEKHBIX HCTOYHUKOB: CKAayaHHBIE C
HEU3BECTHBIX Web-CaliTOB, MpHCIaHHbIE IO SJCKTPOHHOH MOYTe, IOJyYeHHbIE B TeJIeKOH(EPEHUUSX.
[Tomo3purenbHbie Galtibl Tydlie HEMEJICHHO YAAJSATh.

5. ByabTe OaMTeIbHBI U OCTOPOKHBI. 110 BO3MOXXHOCTH, HE COXpaHSAHTEe B CUCTEME MapoiH (I YCTaHOBKH
coenuHeHu ¢ MHTEpHETOM, ISl SJIEKTPOHHOM TMOYTHI M JIP.) U MEPHOAWYECKH MeHsiTe ux. [lpu momydeHun
U3BELICHUH O HEIOCTaBKEe IOYTOBBIX COOOIICHUH oOpamiaiitTe BHUMaHME Ha MPUYMHY U, B Cclydae
ABTOMAaTHUYECKOI'0 OINOBEHICHUS O BO3MOYKHOM OTIIPABKE BUPYCA, HEMEIJIECHHO MPOBEPSANUTE KOMIIBIOTED
AHTUBHUPYCHOU ITPOrpaMMON.




Ilomuute, eciu Bbl mnm Bamm Onu3kue craimu >KepTBaMH MOIIEHHHKOB WiIM Bbl mopo3peBaere, 4To B
OTHOIIIEHNH Bac mIaHMpyOTCS MPOTHUBOTIPABHBIC NEUCTBHS - HE3aMEIJIUTEIHHO OOpaTUTECh B OJMMKANTIIHIA
OTJ€J1 MUJIULIUH.

OmeemcmeeHHOCIMb 34 MOuieHHu4ecmeo npedycmompena cm. 209 Yzonoenozo kodeka Pecnydnuku
benapyce.

1.3aBnaneHue uMymiecTBOM J100 MpuoOpeTeHre IMpaBa Ha UMYIIECTBO MMyTeM OOMaHa WJIH 3JI0YHOTPeOIeHUS 11
oBepueM (MOLIEHHUYECTBO) -

HaKa3bIBAIOTCS OOIIECTBEHHBIMU paboTaMu, Wi MTpadoM, WIH UCIPABUTEIBHBIMU paboTaMU Ha CPOK 0 JIBYX
JET, WIM apecTOM Ha CPOK [0 ILIECTH MECALEB, WM OIPaHUYEHHMEM CBOOOABI Ha CPOK A0 TpeEX JIET, WIH
JUIIEHUEM CBOOOIbI HA TOT XK€E CPOK.

2. MOIIEeHHNYeCTBO, COBEPILIEHHOE TIOBTOPHO JIMOO TPYIIION JIUI, -

HaKa3bIBA€TCsA HCIPABUTEIBHBIMA pabOTaMHM Ha CPOK A0 JIBYX JIET, WM OIpPaHUYEHUEM CBOOOJBI Ha CPOK 0
YeThIpeXx JIET, MU JTUIIEHHEM CBOOOIBI Ha TOT XKe CPOK.

3. MOI1I€HHUYECTBO, COBEPILIEHHOE B KPYITHOM pa3Mepe, -

HaKa3bIBaeTCs JIMIICHHEM CBOOOABI HAa CPOK OT JBYX JO CEMHM JIET C KOH(HUCKalMed HMyIIecTBa Win 0e3
KOH(HUCKAIIHH.

4. MOIIIEHHUYECTBO, COBEPIICHHOE OPTaHN30BaHHOM IPYNION MO0 B 0C000 KPYITHOM pa3Mepe, -

HaKa3bIBAETCS JIMIIIEHUEM CBOOO/IBI HA CPOK OT TPEX J10 JECATH JIET ¢ KOH(UCKaluel nMyIiecTsa.

YOIIIT MOB YBJ] rpogHEHCKOTO 00JIMCIIOJIKOMA



